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Abstract

Wepresentthedesignandimplementationof a repli-
cationmanagementframework for partition-awareap-
plications basedon Jgroup. Jgroup offers an exten-
sion to Java RMI basedon the group communication
paradigm,enablingdevelopmentof dependableappli-
cationsin partitionabledistributedsystems.

The replication managementframework simplifies
the developmentof fault tolerant applicationsby pro-
viding exchangeablereplica distribution schemesand
application specificrecovery strategies. The frame-
work is extensibleto several replicationand recovery
strategies. The only user interaction required is the
creation and removal of object groups, i.e., enabling
autonomousreplicationmanagement.

1 Intr oduction

Middlewareframeworks like CORBA [8] andJava
RemoteMethod Invocation (RMI) [10] have signifi-
cantlysimplified thedevelopmentof distributedappli-
cations.Althoughtheexistingmiddlewareframeworks
provide communicationtransparency, they lack multi-
castprimitivesanda replicationframework, which en-
ablesinvocationof thesamemethodonmultipleserver
objects(replicas). Object replication is requiredfor
providing fault tolerantandhighly availableservices.

A commonapproachto provide objectandprocess
replication is the conceptof a view-orientedGroup
CommunicationSystem(GCS) [12]. This approach
is usedby most fault toleranceframeworks, includ-
ing Horus [11], Totem [5], OGS [2], JavaGroups[1]
andJgroup[4]. A GCSwill typically provide a reli-
ablecommunicationserviceanda groupmembership
service. Unfortunately, mostGCSslack the ability to
autonomouslydistribute replicason a setof hostsand
to recover from replicafailures.For instance,keeping

a specifiedredundancy level requiresmanualinterven-
tion,whichis undesirablein mostcases.Avoidingsuch
manualinterventionrequirescomplex recovery proto-
cols,andimplementingsuchprotocolsisanerror-prone
taskwhich shouldnot be left to the applicationdevel-
oper.

This paperaddressesthis challengeas it presents
the designand a partial implementationof a replica-
tion managementframework built on topof Jgroup[4].
Thereplicationmanagerpresentedhereprovidesasim-
ple interfacefor amanagementapplicationfor creating
object groupsin a distributedsystem. After creation
the objectgroupbecomesan entity requiringno user
interaction,unlessmanualremoval of thegroupis de-
sired. That is, the replicationmanagerwill dealwith
both replicadistribution accordingto anexchangeable
distribution schemeaswell asreplicarecovery, based
onagroupspecificrecoverypolicy. For instance,some
object groupshave lessdemandingdependabilityre-
quirementsandmaytoleratea weaker recovery policy
than other groups. The propertiesof our replication
managementframework describedabove, enablesau-
tonomousreplicationmanagement.

TheEternal[6] andDOORS[7] implementationsof
the Fault TolerantCORBA specification[9] provide a
similar recovery facility, however, they do not allow
applicationspecificrecovery policiesnor do they au-
tonomouslydistributereplicas.

Jgroupis a GCSfor partitionableenvironmentsthat
integratesthe object group paradigmand distributed
objectsbasedon Java RMI, allowing clients to inter-
act with objectgroupsby invoking methodson them.
Jgroup provides a Partitionable Group Membership
Service(PGMS), a StateMerging Service(SMS)and
asmentionedaboveaGroupMethodInvocation(GMI)
service. The latter comesin two flavors, internaland
external. The Internal GMI (IGMI) service allows
group membersto communicateby multicastingand
theExternalGMI (EGMI) allows clientsto communi-
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catewith agroupasasingleentity. See[4] for details.
Therestof this paperis structuredasfollows. Sec-

tion 2 givesanarchitecturaloverview of thereplication
managementframework, while Section3 describesthe
corecomponentsof thereplicationmanager. Section4
concludesthepaperandoutlinessomeissuesfor future
work.

2 Ar chitectural Overview

Figure 1 shows the core componentsof our repli-
cationmanagementframework andhow they relateto
the variouspartsof Jgroup[4]. Our contributionsare
shown asnon-shadedparts,while theshadedpartsare
Jgroupcomponents[4]. A brief overview is givenbe-
low. Figure1 alsoillustratesthe creationof an appli-
cationreplicaon hostalpha. The replicationmanager
(RM) achieves this by invoking the createReplica

methodon the executiondaemon(ED) runningon al-
pha, which will createanew instanceof thereplica.
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Figure 1. ReplicationManagementFramework

Thecorecomponentsare:

� An Execution Daemon (ED) must be running
on all hostsin the systemthat shouldbe able to
hostapplicationreplicas. The executiondaemon
is basedonJavaRMI andit is usedby thereplica-
tion managerto createreplicason remotehosts.

� Replication Manager (RM) is the main compo-
nentof our systemand its tasksinclude, replica
distribution, failurerecovery andinteractionwith
clientmanagementapplicationsthroughtherepli-
cationmanagerinterface.

� DependableRegistry (DR) [3, 4] is a replicated
registry serviceincludedin Jgroup. It enablesa
dynamicset of replicatedremoteobjectsto reg-
ister themselves under the samename,forming
an objectgroup,which can later be retrieved by
clients.This enablesclientsto communicatewith
thewholegroupasa singleentity.

� A Group Manager (GM) [4] provides group
communicationfacilitiesto server objects.Group
managersareorganizedin layers,andeachlayer
providessomefunctionalityrelatingto thegroup.
For instancea membershiplayer is includedwith
Jgroup,providing aninterfaceto themembership
serviceimplementedin the Jgroupdaemon.The
groupmanagersalsodealswith dispatchingexter-
nal andinternalgroupmethodinvocations.Each
groupmanageris associatedwith only oneserver
object.

� The Jgroup daemon(Jdaemon)[4] implements
basicgroupcommunicationfacilitiessuchasfail-
ure detection,group membershipand multicast.
Jdaemonsare also organizedas layersand they
communicateto exchangemessagesand reacha-
bility information.

� Replication Layer (RL) is a GM layer, however
in Figure 1 it is shown separately. The replica-
tion layer supportsapplicationreplicasby hiding
group connectiondetails and recovery informa-
tion.

� Application Replica (R) providestheactualser-
vice functionalityandmustbeimplementedusing
the replicationlayer. An applicationreplicamay
also want to make useof the statemerging GM
layer, includedwith Jgroupfor thepurposeof state
transfer/merging.

2.1 Replication of Critical Services

As shown in Figure 1, the replicationmanageris
replicatedfor fault tolerance,andthustheRM replicas
mustkeeptheir internalstateconsistentthroughtheuse
of astatemergingprotocol.In addition,thedependable
registry [3] is replicated.Thedependableregistry is re-
quiredby the replicationlayer in order to lookup the
replicationmanager. Thus,the DR replicasshouldbe
collocatedwith the RM replicas. This will avoid the
occurrenceof partitionsthatseparatestheRM andDR
replicas,preventingthesystemto makeprogress.

2.2 Distrib uted SystemConfiguration

Duringinitializationthereplicationmanagerreadsa
configurationfile that specifiesall hoststhat are able
to executereplicas. The configurationfile is XML
based,and we specify domainand host namessepa-
rately. SeeFigure2 for a simpleexampleof the net-
work shown in Figure5 on page5.
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In addition,the multicastaddressusedwithin each
domainmay be specified,enablingJgroupto take ad-
vantageof theunderlyingmulticastcommunicationfa-
cilities provided within eachdomain. If no multicast
addressis specified,the default is to senda point-to-
pointmessageto all recipients.

<DistributedSystem version="1.0">
<Domain name="item.ntnu.no">

<Mcast>239.0.0.2</Mcast>
<Host>alpha</Host>
<Host>beta</Host>
<Host>gamma</Host>

</Domain>
<Domain name="idi.ntnu.no">

<Host>delta</Host>
<Host>theta</Host>

</Domain>
</DistributedSystem>

Figure 2. ExampleXML configurationfile

2.3 Execution Daemon

To facilitate the implementationof our replication
manager, we deploy a simpleandsmallexecutiondae-
mon on all hostsspecifiedin the configurationfile.
Theexecutiondaemonmake useof theJava RMI reg-
istry [10] facility, allowing the replicationmanagerto
obtaina referenceto eachof theexecutiondaemonsin
the system.Having this setof references,the replica-
tion managercaninvokemethodsto createandremove
replicason thehostsrunningtheexecutiondaemon.

Notethattheexecutiondaemonis neitherdependent
on any partof Jgroup,e.g., thedependableregistry [3],
nor thereplicationmanager. It canthusbeusedto cre-
ateinstancesof DR andRM replicasduring the boot-
strapphase.

In the current implementation,the executiondae-
mon will createreplicasin separateJava Virtual Ma-
chines(JVMs). This hastheadvantagethatif a replica
causesthe JVM to crash,the executiondaemonwill
still be availableandthusbe ableto createnew repli-
cas.

An alternativeapproachis to startseveralreplicasin
thesameJVM, but this hasthedrawbackthata single
faulty replicawill bring down all replicasin thatJVM.
Thescalabilityof this approachis of coursemoreflex-
ible thantheformer.

2.4 Replication Layer

Figure 3 shows the default layer compositionand
the interfacessupportedby the ReplicationLayer. A

replicaonly hasto invoke theinitReplica methodon
thereplicationlayerin orderto becomeamemberof its
group. To computethecorrectgroupidentifier for the
replica,thereplicaclassnameandcommandline argu-
mentsmustbepassedto theinitReplica method.The
replicationlayer dealswith invoking thejoin method
on the PGMS, assigningthe correctgroup identifier,
andbinding this replica instancewith the dependable
registry through the EGMI layer. The PGMS and
EGMI layersare partsof the Group Managershown
in Figure1.
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Figure 3. ReplicationLayer

The replicationlayer receivesviewChanges on be-
half of the replica,andwill forwardtheseto the repli-
cationmanager, whowill determinetheneedfor recov-
ery basedon theviewChanges it receives. This is also
shown in Figure7 on page6.

Thereplicacanalsocommunicatedirectly with the
PGMSandEGMI layers.For instance,thereplicamay
want to subscribefor viewChanges as shown by the
dashedarrow in Figure 3. Also a replica will likely
want to usethe StateMerging Serviceprovided with
Jgroup[4].

3 The Replication Manager

Thecorecomponentsof thereplicationmanagerin-
cludes:

� Distribution Scheme

� Correlator

� RecoveryService

Thesecomprise the replication managerand are
accessedthrough the replication managerinterface.
Thesecomponentsarediscussedin the following sub-
sections.
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3.1 Replication ManagementInterface

The replicationmanagerimplementsa simple ex-
ternal interface,as shown in Figure 4(a). This inter-
faceenablesamanagementclient to createandremove
groupsfrom the system. The createGroup method
is invoked using the anycastsemanticsof the Jgroup
EGMI service. That is, only a singleRM replicawill
actuallyperformthecreateReplica methodon these-
lected execution daemons,as illustrated in Figure 1
on page2. However, the internal tablesof all the
RM replicaswill be updatedthroughan internalmul-
ticastmethodspecifiedin theinternalinterfacein Fig-
ure4(b).

interface ReplicationManager
extends ExternalGMIListenerQ
int createGroup(ReplicaData rd)
void removeGroup(int gid)R

(a) Externalinterface

interface InternalRM
extends InternalGMIListenerQ
boolean updGroup(ReplicaData rd)R

(b) Internalinterface

Figure 4. ReplicationManagementInterfaces

The ReplicaData argument passed to the
createGroup methodcontainsinformationrequiredby
the executiondaemonto createa replica instance. In
addition,it includesinformationaboutreplicationand
recovery style, initial andminimal redundancy for the
group. This informationis storedin the RM andwill
be usedby the recovery service,as discussedfurther
in Section3.4. The replication style parameterwill
include both active and passive replication,however,
the current implementation only supports active
replication.

3.2 Replica Distrib ution Scheme

Figure5 onpage5 showsanexamplesystemconfig-
uration. The replicasareuniformly distributedon the
hostsanddomainsin sucha way that failurescanbe
toleratedin mostsituations.

To facilitatesuchreplicaplacements,a replicadis-
tributionschememustbeimplementedaccordingto the
interfaceshown in Figure6. The replicationmanager

interface DistributionSchemeQ
String[] getHosts(ReplicaData rd)R
Figure 6. Distribution SchemeInterface

usesthis interfaceto geta setof hostson which it can
allocatereplicas,basedon thespecifiedredundancyin
the ReplicaData parameter. This enablesus to create
redundantobjectsaccordingto applicationspecificre-
quirementson a perobjectgroupbasisandalsoto dy-
namicallychangetheredundancy of agroupasneeded.

SincetheRM usesthis interface,it enableseasyre-
placementof thereplicadistribution scheme,thuspro-
viding differentimplementationsaccordingto theneed
of a system.For instance,a loadmonitoringbaseddis-
tributionschemecouldassignreplicasto thehostswith
lowestsystemload.

Our current distribution schemeimplementation
takesadifferentapproach.Weonly keeptrackof avail-
ablehostsandalsothenumberof replicasassignedto
eachhost. Replicasof the sametype will be placed
on separatedomainsif enoughdomainsareavailable
for thespecifiedredundancy. This is to increaseavail-
ability in the event of network partitioning. Note that
weassumethatapplicationreplicascandeliver theser-
vice continuouslyin multiple partitions,and that any
statedivergencecanberesolvedthrougha statemerg-
ing protocol, possiblysupportedby the JgroupState
MergingService[4].

Althoughtheinitial distribution schemeis basedon
the staticcontentof the systemconfigurationfile pre-
sentedin Section2.2, the internal tablesare updated
dynamically accordingto changesin the distributed
system. In fact, for eachinvocationof the getHosts

methodwecheckif theselectedhostsareavailable,and
find alternativehostsif any hostshavebecomeunavail-
able, beforereturningthe list to the replicationman-
ager. The list of selectedhostswill bedisjoint, thusif
thetotalnumberof hostsavailableis below therequired
threshold,we cannotsatisfytherequestedredundancy.
If thespecifiedredundancy cannotbesatisfied,or if all
hostshavebecomeunavailable,anexceptionis thrown.

This strategy leavesonly a small interval S during
which the replicationmanagermight fail to createa
replica,dueto an unavailablehost. If replicacreation
failed on one or more of the selectedhosts,the sys-
temtableswill beupdatedby markingtheunavailable
hosts. Oncethe systemtableshave beenupdatedwe
reinvoke the getHosts methodwith the remainingre-
dundancy.
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3.3 Corr elator

Thecorrelatorcollectsview changesfrom all groups
allocatedby thereplicationmanagerandanalyzesthese
to determinewhat happenedin the system.It updates
theinternalgrouptableswith this information,andin-
vokesthe recovery service,which will attemptto rec-
tify theconsequenceof thefailure.

In the currentdesign(as illustratedin Figure7 on
page6) we have placedthe correlatorfunction in the
replicationmanager. This solution works well for a
smallnumberof failures,howeverit doesnotscalevery
well, sincethereplicationmanagerwill potentiallyre-
ceive a lot of view changes,for instancewhena net-
work partitioningoccursin a systemwith a largenum-
ber of groupsconfiguredwith replicasin separatedo-
mains. This will causea burst of view changesto be
forwardedto the replicationmanager(or correlator),
andit maybecomeabottleneck,andthusincreasesthe
recovery time.

In orderto reducethenumberof view changesthat
needsto bepropagatedto thecorrelator, thereplication
layercanbeusedto determinethereplicathatwill for-
ward the view changeto the correlator. For instance,
thefirst memberof theview maybetheonly replicato
forward its view changeto thecorrelator. This canbe
achieved without any agreementprotocol, sinceeach
groupmemberhavealreadyagreedto thecurrentview.

3.4 Recovery Service

The recovery servicewill be invokedby the corre-
lator whenrequired. It will examinethe grouptables
to determinetype of recovery that is requiredfor the
affectedgroupsand will invoke the correct recovery
style. That is, eachgroup canspecify oneof several
recoverystylesto beusedbasedonapplicationspecific
requirements.

Our current design only supports two recovery
styles,but new recovery stylesare easyto add. The
primaryrecovery stylewill try to maintaina minimum

redundancy level in eachpartition. If no replicasare
available in a given partition we do not createa new
onewithin thatpartition,sinceno stateinformationis
available for statetransfer. Also, in the event that a
large numberof partitionsoccur, the group may be-
comecloggedwith a large numberof replicasupona
merge. The latter choiceis of courseapplicationspe-
cific, andalternativerecoverystrategiesmaybeused.

Let �y�1����z�����z����~� denotea setof entitiesexecuting
on host � . Figure7 showsa sequencechart,illustrating
the initial creationof two replicason hosts1 and 2.
Whenhost1 crashes,asindicatedby the � symbol,a
viewChange (view ➁) is propagatedto the RM. This
causesthereplicationmanagerto createa replacement
replicaon host3.

Although both the recovery serviceand correlator
areat work herethey arenot shown in thefigure. The
viewChange messagesoccursas a consequenceof a
viewChange from thePGMS,asindicatedby theview
identifiersin thecircles. Initially, hosts1 and2 belong
to theview ➀, andafterthefailureandrecovery, hosts
2 and3 belongto view ➂. View ➁ is an intermediate
view with host2 only.

4 Conclusionsand Future Work

The autonomousreplication managementframe-
work presentedin this paper enablesautomaticde-
ployment of replicatedobjects in a distributed sys-
temaccordingto thedependabilitypoliciesof theser-
vice/system,andto recover from replicafailuresseam-
lessly. The replica distribution schemeis easily ex-
changeable,giventhatthedistributionschemeinterface
is implemented.In addition,it allows recovery strate-
gies,which may be specificto eachgroupin the sys-
tem.

Thecurrentimplementationsupportsthebasicfea-
turesof groupcreation/removal andalso the distribu-
tion schemeis complete.Thefocusof ourcurrentwork
is on thecorrelatorandrecoveryservice.
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